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Premise: SAT solvers can invert weak cryptographic ciphers efficiently when both the solver and the cipher representation are tweaked

* Cheap, proprietary cryptographic functions are common in embedded applications such as RFID tickets, cell phones, and theft protection
* These ciphers are often found to be weak to hand-crafted statistical and algebraic attacks

* Algebraic attacks are a powerful tool for finding cryptographic weaknesses such as insufficient non-linearity of diffusion

* SAT solver can be an automated cryptanalysis tool. Some of SAT solvers' potential is unlocked through the following two sets of ideas

@ Extend MiniSat and undersand its behaviour @ Tweak the problem statement
MiniSat does not understand the XOR function It's difficult to know how the cipher is represented inside MiniSat, €. the Clpher representathn
natively, so we extended its input language so visualized the relationship between clauses and variables To give more structural information to the solver, we
represent the problem as a Logical circuit
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A mix of the two is also possible
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Use the improvements to solve ciphers

* Using these ideas, we broke several ciphers faster than was previously Crypto-1 200s 40s

possible, including widely used RFID ciphers and an academic toy cipher HiTag2 N/A >14.5¢
*  Next step: Implementing attacks on the standard stream ciphers Trivium and Grain 42.7_ 536.5
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